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Sonoma-Marin Area Rail Transit District
Healdsburg Extension Update 

November 4, 2024



• September 2024 
• SMART Board awarded Healdsburg Project Cost Estimator contract to CoCoConsult for 

project delivery cost estimating and procurement support

• October 2024
• Healdsburg Project Amended into Plan Bay Area 2050 by MTC Commission 
• State of California awarded SMART $81M Transit and Intercity Rail Capital Program Grant 

for the Healdsburg Project to the Northern City limits

• November 2024
• Caltrans & MTC submitting Solutions for Congested Corridors Program grant for SMART 

Extension to Healdsburg  (Award - June 2025)
• SMART submitting Local Partnership Program Competitive grant for SMART Extension to 

Healdsburg (Award – June 2025)

Healdsburg Extension Update



Project Funding Puzzle
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Windsor to Healdsburg Funding 
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Federal 
     Appropriation,

& Measure M
$ 3.8M

CRISI
$28.1 M

Bridge Tolls 
RM3

$40 M

TIRCP  
Cycle 7
$81 M

TIRCP
  Cycle 6

  $34.8 M

SCCP/LPP
$81 M

(June 2025)
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• Two additional grants pending
to close the gap between Healdsburg
and Windsor.  

• SCCP = $56M
• LPP = $25M

• Healdsburg work underway today!
• Not waiting future grant announcements
• Currently preparing progressive

design build contract documents

• Next Steps
• Select contractor Summer 2025
• Begin construction Summer 2026
• Complete project by end of 2028
• Continue progress to Cloverdale





Questions?
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www.sonomamarintrain.org

Customer Service:
CustomerService@sonomamarintrain.org

(707) 794-3330



City Manager’s Report
City Council, November 4, 2024



Public Comment 
on Non Agenda 

Items
---

Comentarios del 
público sobre 

puntos no 
incluidos en la 
agenda de la 

reunión
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2024 IT Project Updates
City Managers Office
November 4th, 2024

Adam McKenna – Chief Information and Security Officer
Greg McHugh – Geographical Information Systems Specialist



Overview

GIS Rebuild Project
Sonic Dark Fiber
Plaza Wi-Fi
Cyber Security



GIS Rebuild

• 9-Month rebuild
• Interviews with all City Departments
• Migrated all existing GIS Data and 

Applications
• GIS Servers, Systems, and Data Structures 

were redesigned and rebuilt, simplified, and 
modernized from the ground up 



Cyber Security 
Defense in 
Depth

GIS Rebuild – Antiquated and Inefficient Design



Cyber Security 
Defense in 
Depth

GIS Rebuild – Portal



Cyber Security 
Defense in 
Depth

GIS Rebuild – Viewer



GIS Rebuild
Phase 2

With the foundation complete…
What’s Next?
Systematic Data Clean up and review of all data 

throughout the system
Enhance Functionality and Usage of GIS System 

via new Apps and Dashboards
Weed Abatement
Affordable Housing Dashboard
Emergency Services Dashboards, Zones, and 

Maps



Sonic Dark 
Fiber

What is Dark Fiber?
 While most connections provided by an ISP have at least 1 

ISP stop between Point A and Point B – dark fiber directly 
connects our facilities with no third-party stop in the middle

ISPCity Hall Police Department

ISP Owned Fiber

City Hall Police Department

Dark Fiber

Traditional ISP Site to Site Connection



Sonic Dark 
Fiber

Internet Connections Speed 
Increase

Sonic Speed and
Connection

Status

City Hall Internet 5x 5Gb/s (5000Mb/s) Completed 10/24

Police Department Internet 5x 5Gb/s (5000Mb/s) Completed 10/24

Site-to-Site Dark Fiber

Police Department Data Center 
<-> City Hall Data Center (2x)

20x plus 
second

10Gb/s (10,000Mb/s)
10Gb/s (10,000Mb/s)

Completed 10/24

Fire Department <-> City Hall 100x 10Gb/s (10,000Mb/s) Pending Turn-up

Corporation Yard <-> City Hall 100x 10Gb/s (10,000Mb/s) ~1 month

Senior Center <-> City Hall 200x 10Gb/s (10,000Mb/s) Completed 10/24

Swim Center <-> City Hall 200x 10Gb/s (10,000Mb/s) Review

Community Center <-> City Hall 100x 10Gb/s (10,000Mb/s) Pending Turn-up

Gauntlett Tower <-> City Hall New 10Gb/s (10,000Mb/s) Pending Turn-up

Gauntlett Tower <-> Police 
Department

New 10Gb/s (10,000Mb/s) Pending Turn-up

Plaza Park <-> City Hall 40x-300x 10Gb/s (10,000Mb/s) Completed 10/24



Plaza Wi-Fi

Enhanced Plaza Wi-Fi
Released to Public on 10/18/24

Goal: replace old aging equipment and deliver high-
speed internet to the plaza
Design Options: Multiple including Gazebo
Solution: 5 wireless APs directly connected to the 
internet on lightpoles
Speed: Increases of >40x with burst speeds >300x



Plaza Wi-Fi

“WIFIHEALDSBURG”



Plaza Wi-Fi

“WIFIHEALDSBURG”



Cyber Security

The number of local agencies breached 
continues to grow; so does downtime and 
remediation costs
Cyber Liability Insurance Requirements
Healdsburg sees thousands of potential 

security events each week
We should not assume “if” but instead 

“when”



Cyber Security
Projects

 Security Implementations
 Okta SSO and Duo MFA
 Change Tracker/Baseline Tools
 Cisco – ISE (Identity Services Engine)
 Splunk SIEM (Security Information & Event Management)
 Cisco – XDR (Extended Detection and Response)

 3rd Party Penetration Testing
 IT Process and Procedures Security Analysis
 External – Could not bypass Firewall
 Internal – Blocked by ISE. Vulnerabilities found once inside
 Staff Action

 18 IT/Security Policies
 Cyber Incident Response Planning
 Immutable Off-Site Cloud Backup
 Staff Training



Cyber Security 
Defense in 
Depth

Cyber Security – Security Information & Event Management 



Cyber Security 
Defense in 
Depth

Cyber Security – Extended Detection and Response



Cyber Security
Staff  Training

Staff Training
 General Cyber Security Training Annually
 Phishing Training – Phishing Test E-Mails Sent out Every 2-week



Discussion, Feedback, and 
Questions



Public 
Comment

Comentarios 
del público
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