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Healdsburg Extension Update

* September 2024

* SMART Board awarded Healdsburg Project Cost Estimator contract to CoCoConsult for
project delivery cost estimating and procurement support

°* October 2024

* Healdsburg Project Amended into Plan Bay Area 2050 by MTC Commission

* State of California awarded SMART $81M Transit and Intercity Rail Capital Program Grant
for the Healdsburg Project to the Northern City limits

* November 2024

¢ Caltrans & MTC submitting Solutions for Congested Corridors Program grant for SMART
Extension to Healdsburg (Award - June 2025)

* SMART submitting Local Partnership Program Competitive grant for SMART Extension to
Healdsburg (Award —June 2025)




Project Funding Puzzle
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Windsor to Healdsburg Funding

Federal * Two additional grants pending
Bridge Tolls Appropriation, to close the gap between Healdsburg
& Measure M )
$ 3.8M and Windsor.
* SCCP = $56M
- LPP=$25M

* Healdsburg work underway today!
* Not waiting future grant announcements
* Currently preparing progressive
design build contract documents

O

SCCP/LPP
$81M
(June 2025)

CRISI

* Next St
T ext Steps

* Select contractor Summer 2025
* Begin construction Summer 2026
* Complete project by end of 2028
* Continue progress to Cloverdale
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Questions?
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www.sonomamarintrain.org
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Customer Service:

CustomerService@sonomamarintrain.org
(707) 794-3330
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City Manager’s Report

City Council, November 4, 2024
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2024 IT Project Updates

City Managers Office

November 4, 2024

Adam McKenna — Chief Information and Security Officer
Greg McHugh — Geographical Information Systems Specialist



* GIS Rebuild Project
*Sonic Dark Fiber

- Plaza Wi-Fi

- Cyber Security

Overview




* 9-Month rebuild

* Interviews with all City Departments

* Migrated all existing GIS Data and

GIS Rebuild Applications

* GIS Servers, Systems, and Data Structures
were redesigned and rebuilt, simplified, and
modernized from the ground up




GIS Rebuild — Antiquated and Inefficient Design

DC1-GIS-02

Data Store 10.7.1

Arcizls Pro

ArcGlS Server 10.7.1

Web Adaptor 10.7.1 (arcgis)

Web Adaptor 10.7.1 (arcgisportal)
Portal for ArcGIS10.7.1

License Manager 2019

DC2-GIS-01

Data Store 10.7.1
ArcGlS Desktop 10.7.1
Arcizls Pro

ArcGlS Server 10.7.1

» Web Adaptor 10.7.1 (arcgis)

"Collaboration” Setup: Sewer Manhole and Tree Line Clearance

'Collaboration" Setup: Electric-Data

Web Adaptor 10.7.1 (arcgisportal)
Portal for ArcGIS10.7.1
Workforce for ArcGIS 19.0.2
License Manager 2019
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GIS - File Upload Scheduled Task
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folder for Cloud access
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199.103.57.105
GIS Cloud Server

SOL Sewver 2014
115 Web Server

Arcils Server 10.7.1

Portal for ArcGIS 10.7.1
ArcGlS Desktop 10.7.1

Arcizls Pro

ArcGlS Engine 10.7.1

ArcGlS Survey123 Website
ArcGls Data Store 10.7.1

Web Adaptor (arcgis)

Web Adaptor (arcgisportal)
Workforce for ArcGIS 19.0.2
Web App Builder 2.6 (2017/2018)
ArcGlS License Manager 2019*
(*repeated authorizations)
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(C:\GIS_DB_Replication\db_restore.bat) ~ ———— free_data GlSData2 GIS
Runs: C\GIS_DB_Replication\do_restore. py (read/write

FromFiles: E\\FTPADB\Bac kup

C:\Users\gisadmin\Deskloph
GIS Desktop\Final Healdsburg
Parks.gdb

C\@S\WultiSpeak_FileGeoDB_Cloud.gdb
C\GS\LGIM_FileGeoDB_Cloud gdb

Static Copies from 2020

ChGES\Data\Aernals
ENGISDatavAerials

ENGISArchivelLGIM_FileGeoDB_Cloud.gdb

ENGISData\Aerials2019
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ArcGIS Online
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REST Service on Cloud Server
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GIS Rebuild — Portal
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maps.healdsburg.gov/portal/home/index.html

Home

Gallery Groups Content

QOrganization

2 GIS Map Portal

COH GIS Gallery

City of Healdsburg GIS Gallery of Web Maps and Web Apps

Gregory Mchugh

GMchugh
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Application

PDF

Documentation
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@ GIS Map Portal

X [B GIS Viewer
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maps.healdsburg.gov/portal/apps/webappviewer/index.html?id=edb1bf63caa7defaa99fc1fd016edeab
— GIS Viewer
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GIS Rebuild

Phase 2

With the foundation complete...
What’s Next?

- Systematic Data Clean up and review of all data
throughout the system

* Enhance Functionality and Usage of GIS System
via new Apps and Dashboards
* Weed Abatement

* Affordable Housing Dashboard

* Emergency Services Dashboards, Zones, and
Maps



What is Dark Fiber?

- While most connections provided by an ISP have at least 1
ISP stop between Point A and Point B — dark fiber directly
connects our facilities with no third-party stop in the middle

. Traditional ISP Site to Site Connection
Sonic Dark | |
_ City Hall ISP ® Police Department
Flber PN o A
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Internet Connections Speed Sonic Speed and Status
Increase Connection
5X

City Hall Internet 5Gb/s (5000Mb/s) Completed 10/24

Police Department Internet 5X 5Gb/s (5000Mb/s) Completed 10/24
Site-to-Site Dark Fiber
Police Department Data Center [FX).q:][I5 10Gb/s (10,000Mb/s) Completed 10/24
SO N |C Da rk <-> City Hall Data Center (2x) second 10Gb/s (10,000Mb/s)
. 100X 10Gb/s (10,000Mb/s)  Pending Turn-up
FI be r 100X 10Gb/s (10,000Mb/s) ~1 month
200X 10Gb/s (10,000Mb/s) Completed 10/24
200X 10Gb/s (10,000Mb/s) Review
100X 10Gb/s (10,000Mb/s) Pending Turn-up
New 10Gb/s (10,000Mb/s) Pending Turn-up
New 10Gb/s (20,000Mb/s)  Pending Turn-up
Department
40X-300X 10Gb/s (10,000Mb/s) Completed 10/24



Enhanced Plaza Wi-Fi
Released to Public on 10/18/24

Goal: replace old aging equipment and deliver high-
Plaza Wi-Fi speed internet to the plaza

Design Options: Multiple including Gazebo
Solution: 5 wireless APs directly connected to the
Internet on lightpoles

Speed: Increases of >40x with burst speeds >300x




Plaza Wi-Fi
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Plaza Wi-Fi

“*WIFIHEALDSBURG"




*The number of local agencies breached
continues to grow; so does downtime and
remediation costs

Cyber Security - Cyber Liability Insurance Requirements

*Healdsburg sees thousands of potential
security events each week

*We should not assume “if” but instead
“when”




* Security Implementations
* Okta SSO and Duo MFA

- Change Tracker/Baseline Tools
- Cisco - ISE (ldentity Services Engine)
* Splunk SIEM (Security Information & Event Management)
- Cisco - XDR (Extended Detection and Response)
n ° rd ) )
Cyber Securlty 3™ Party Penetration Testing

. * IT Process and Procedures Security Analysis

PI’OJeCtS - External - Could not bypass Firewall
* Internal — Blocked by ISE. Vulnerabilities found once inside
- Staff Action

- 18 IT/Security Policies

- Cyber Incident Response Planning

- Immutable Off-Site Cloud Backup

- Staff Training




Cyber Security — Security Information & Event Management

Si*ll'lk CHOUC Apps = Messages = Settings = Activity = Find Q L Adam Mckenna = o Support & Services =

Security Pasture Continuous Maonitoring = Advanced Threats = Investigation « Compliance Executive View Alerts Health Search+ Help+= Ig

Security Posture

High Sewerity Intrusion Alerts v Previous 7 Days Infected Hosts v Previous 7 Days Malware Signatures v Previous 7 Days
(O
Hosts and Devices Reporting Past 7 Days Accounts Monitored Past 7 Days

1,223 3

Intrusion Alerts by Severity Past 7 Days Intrusion Alerts over Time Past 7 Days Top 10 Critical/High Severity Intrusion Alerts Past 7 Days

50

count
critical [l high Sat
critical

unknown

360 View by Accounts: Event Types Over Last 24 Hours 360 View by Hosts: Event Types Owver Last 24 Hours

hours tag ¢ count # _time # hours ¢ tag ¢ count $ _time %
-24h SUCCESS BB2155 2024-18-28 17: -24h ACCESS 610934 2024-18-28
~24h access 618934 2024-18-28 17: -24h change 48811 2024-18-28
-24h change 43011 2024-18-28 17 -24h error 32863 2024-18-28
~24h error 32863 2024-18-28 17 -24h failure 25854 2024-18-28
-24h failure 25054 2024-18-28 17: -24h SUCCESS 882155 2024-18-28
-23h access 648397 2024-18-28 18: -23h success 972126 2024-18-28
-23h change 42944 2024-18-28 18: -13h access 648397 2024-18-28
-23h error 57253 2024-18-28 18: -23h change 47944 2024-18-28

-23h failure 49279 2024-18-28 18: -23h error 57253 2024-18-28

2 E T 2 2 2R R E & %

-23h SUCCESS 972126 2924-18-28 18: -23h failure 49229 2924-18-28

9 10 Nexts 4 5 6 7 8 9 10 Nexts




Cyber Security — Extended Detection and Response

< incidents Internal Port Scanner on
€D o - Series of Events Leading to Potential Internal Security Violation dcl-ise-...
Reported by Cisco XDR Analytics (healdsburg) 7 on Oct 9, 2024 @ 12:06 PM PDT Severity @

View detailed description

This incident traverses from July 18, 2023, at 19:38:18 UTC, culminating on October 9, 2024, at 17:56:38
UTC. The series of events reflected repeated attempts at internal port scanning, with anomaly patterns of
workstation behavior and connections both internal and external to the network. Multiple devices triggered
these events, often linked to suspicious IP addresses and hostnames. The incident's key components were
new external connections, internal connection spikes and watchlist hits, and an unusual amount of Server
Message Block (SMB) traffic. Al-generated less

Reported by

Al Driven Summary of XDR Network C7

Events
First seen
Oct 21, 2024 @ 4:17 PM PDT

Summar
Event Log y
Overview Detection Response Worklog Report Device scanned a large number of ports.
Events Description
Observation Type
[ Type v ] [ Source v ] [ Severity v ] D e Important only 47 matching results Internal Port Scanner
Description
First seen Severity Source Indicators Observables Device scanned a large number of ports.
Earliest ocbservation time
Oct 21, 2024 @ 4:17 PM PDT XDR Network (7 Internal Port Scanner
‘ 2024@ [ Hign 2024-10-21T23:17:31Z
e 0ct10,2024 @ 11:55 AM PDT a XDR Network (7 Internal Port Scanner Latest observation time
2024-10-21723:17:31Z
e 0Oct9,2024 @10:56 AMPDT [ High ] XDR Network [ Internal Port Scanner Associated Alert
Internal Port Scanner #8847 O
e 0Oct9,2024 @ 10:56 AMPDT [ High ] Cisco XDR Analytics (heald... 7' Internal Port Scanner
e 0Oct9,2024 @10:56 AMPDT [ High ] XDR Network (7 Internal Port Scanner Relations 0
e Oct9,2024 @ 10:56 AMPDT ad Cisco XDR Analytics (heald.. (7 Internal Port Scanner Indinatare
e Oct3,2024 @ 9:59 AMPDT [ High ] XDR Network (7 Anomalous Windows Workstation
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